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e Stefan Fercot

e aka. pgstef

e https://pgstef.github.io

e utilise PostgreSQL depuis 2010
e fan de pgBackRest

e @dalibo depuis 2017




e Services

- o )

Support Formation Conseil

e Participation active a la communauté
e https://www.dalibo.com/jobs



Introduction

e pgBackRest
m C’estquol?
= cas d’utilisation typique
e check_pgbackrest
= que faut-il superviser et comment ?
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e Lestransactions sont ecrites séquentiellement dans le journal
= et validées (JSeNERl) une fois synchronisées sur disque

e Le rejeu des journaux de transactions (WAL) apres un crash
= remet la base dans un état cohérent




e Mise en ceuvre combine
= sauvegarde au niveau systeme de fichiers
= archivage en continu des journaux de transactions (WAL)

e Restauration de la sauvegarde et rejeu des WAL archivés

e |l nest pas nécessaire de rejouer l’entiereté des transactions inscrites
dans les journaux



Outil de gestion des sauvegardes et restaurations
Depuis la version 2.21, réécrit entierement en C
Opere en local ou a distance (via SSH)
Multi-processus

Sauvegardes complete / différentielle / incrémentale
Purge des sauvegardes et archives WAL inutiles
Possibilité de chiffrement du dépot



Mise en place - Archivage

# postgresqgl.conf
archive _mode = on
archive_command = 'pgbackrest —--stanza=my_stanza archive-push %p'
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Initialisation

S pgbackrest —-—-stanza=my_stanza stanza-create
POO INFO: stanza-create command begin 2.23:
POO INFO: stanza—-create command end: completed successfully

$ pgbackrest —-—-stanza=my_stanza check

POO INFO: check command begin 2.23:
POO INFO: WAL segment 000000010000000000000001 successfully archived to

POO INFO: check command end: completed successfully
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Sauvegarde complete

$ pgbackrest —--stanza=my_stanza —-type=full backup

POO INFO: backup command begin 2.23:

POO INFO: execute non-exclusive pg_start_backup() with label "...":

backup begins after the requested immediate checkpoint completes

POO INFO: backup start archive = 000000010000000000000003, 1sn = 0/3000060
POO INFO: full backup size = 24.2MB

POO INFO: execute non—-exclusive pg_stop_backup () and wait for all WAL segments
to archive

POO INFO: backup stop archive = 000000010000000000000003, 1sn = 0/3000138
POO INFO: new backup label = 20200128-150158F

POO INFO: backup command end: completed successfully

POO INFO: expire command begin 2.23:

POO INFO: expire command end: completed successfully
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Sauvegarde differentielle

$ pgbackrest —--stanza=my_stanza —--type=diff backup

backup command begin 2.23:
last backup label = 20200128-150158F, wversion = 2.23
execute non—-exclusive pg_start_backup() with label "...":

backup begins after the requested immediate checkpoint completes

POO INFO:
POO INFO:
POO INFO:
POO INFO:
POO INFO:
POO INFO:
to archive
POO INFO:
POO INFO:
POO INFO:
POO INFO:
POO INFO:
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backup start archive = 000000010000000000000005, 1sn = 0/5000028
diff backup size = 24.2MB
execute non—-exclusive pg_stop_backup () and wait for all WAL segments

backup stop archive = 000000010000000000000005, 1sn = 0/5000138
new backup label = 20200128-150158F_20200128-150245D

backup command end: completed successfully

expire command begin 2.23:

expire command end: completed successfully
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Sauvegarde incrementale

$ pgbackrest —-—-stanza=my_stanza —-type=incr backup

POO INFO: backup command begin 2.23:

POO INFO: last backup label = 20200128-150158F_20200128-150245D, version = 2.23
POO INFO: execute non-exclusive pg_start_backup() with label "...":

backup begins after the requested immediate checkpoint completes

POO INFO: backup start archive = 000000010000000000000007, 1sn = 0/7000028

POO INFO: incr backup size = 24.2MB

POO INFO: execute non—-exclusive pg_stop_backup () and wait for all WAL segments
to archive

POO INFO: backup stop archive = 000000010000000000000007, 1lsn = 0/7000138

POO INFO: new backup label = 20200128-150158F_20200128-1504101

POO INFO: backup command end: completed successfully

POO INFO: expire command begin 2.23:

POO INFO: expire command end: completed successfully
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$ pgbackrest info
stanza: my_stanza
status: ok
cipher: none

db (current)

IR INFO

——stanza=my_stanza

wal archive min/max (12-1): 000000010000000000000003/0000000120000000000000007

full backup: 20200128-150158F
timestamp start/stop: 2020-01-28 15:01:58 / 2020-01-28 15:02:14
wal start/stop: 000000010000000000000003 / 000000010000000000000003

database size:

24 .2MB, backup size: 24.2MB

repository size: 2.9MB, repository backup size: 2.9MB
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Cas d’utilisation typique

e Stockage local
e Stockage distant
e Stockage S3



Stockage local (1)

# /etc/pgbackrest.conf
[globall]

repol-type=cifs
repol-path=/var/lib/pgbackrest
repol-retention—-full=1
process—-max=2
log—level—-console=warn
log—level—-file=info
start—fast=y

delta=y

[my_stanza]
pgl-path=/var/lib/pgsql/12/data
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——repo—-type

Type of storage used for the repository.

Repository Type Option (—-—repo-type)

The following repository types are supported:

cifs - Like posix, but disables links and directory fsyncs
posix — Posix—-compliant file systems

s3 — AWS Simple Storage Service

Attention au CIFS !
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Stockage distant (2)
e pgsql-srv

[global]
repol—-host=backup—-srv
repol—-host—-user=postgres

[my stanza]
pgl-path=/var/lib/pgsqgl/12/data

e backup-srv

[global]
repol-path=/var/lib/pgbackrest
repol—-retention—-full=1

[my stanza]
pgl-host=pgsgl—-srv
pgl-path=/var/lib/pgsqgl/12/data
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Execution des commandes en stockage distant

e pgsql-srv
-
= restore

e backup-srv
= backup



Stockage S3 (3)

[global]

repol-path=/repol
repol-type=s3
repol-s3-endpoint=minio.local
repol-s3-bucket=pgbackrest
repol-s3-verify—-tls=n
repol-s3-key=accessKey
repol-s3-key—secret=***
repol-s3-region=eu-west—-3

[my stanza]
pgl-path=/var/lib/pgsqgl/12/data
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check_pgbackrest

v
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Installation

$ sudo yum install nagios-plugins—-pgbackrest—-1.7-1.noarch.rpm

f===============================================================================
Package Repository
S
Installing:

nagios—plugins—-pgbackrest nagios—-plugins—pgbackrest-1.7-1.noarch

Installing for dependencies:

nagios—common epel
nagios—plugins epel
perl-I0-Tty base
perl-JSON base
perl-Net-SFTP-Foreign epel
perl-Sort—-Key epel
fo=========—=—=—=oo=osoo s e e s s e s e s s s s e s s e s e s e

$ /usr/lib64/nagios/plugins/check_pgbackrest —--version
check_pgbackrest version 1.7, Perl 5.16.3

W DALIBO

L'expertise PostgreSQL



Services disponibles

$ check_pgbackrest —--1list

List of available services:
archives Check WAL archives.
check_pgb_version Check the version of this check_pgbackrest script.
retention Check the retention policy.
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Réetention

e Echoue quand
= e nombre de sauvegardes compléetes est inférieur a
= |a derniere sauvegarde est plus ancienne que
= |a derniere sauvegarde complete est plus ancienne que

——retention—age—-to—full
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——retention—-full

$ check_pgbackrest —--stanza=my_stanza
——service=retention ——-retention—-full=1

BACKUPS_RETENTION OK - backups policy checks ok |
full=1 diff=1 incr=1
latest=incr,20200128-150158F_20200128-150410I latest_age=120s
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——output=human

$ check_pgbackrest —--stanza=my_stanza
——service=retention —--retention-full=1 —--output=human
Service BACKUPS_RETENTION
Returns 0 (OK)
Message backups policy checks ok
Long message full=1
Long message diff=1
Long message incr=1
Long message latest=1incr,20200128-150158F_20200128-150410T
Long message latest_age=2m24s
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Plusieurs arguments ensemble

$ check_pgbackrest —--stanza=my_stanza

——service=retention —--retention-full=1 —--output=human
——retention—age=24h —--retention-age—-to-full=7d

Service

Returns

Message

Long
Long
Long
Long
Long
Long
Long
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message
message
message
message
message
message
message

BACKUPS_RETENTION

0 (OK)

backups policy checks ok

full=1

diff=1

incr=1
latest=incr,20200128-150158F_20200128-150410T
latest_age=2m4d’/s

latest_full=20200128-150158F
latest_full_age=bm
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Peu importe la localisation des sauvegardes ?

Se base uniquement sur la sortie de la commande FEEEI S IER e |



Verification des archives
NI IgEN[els] oobackrest info

m affiche archive la plus ancienne (min) et la plus récente (max)
= ne vérifie pas que la chaine d’archive est bien complete sur disque
= ne fourni pas I’lage de l’archive la plus récente



Comment ?

e 000000010000000200000003
= 00000001 : timeline
= 00000002 : wal
= 00000003 : segment
e initdb
m 3 partirdelavll
= pardéfaut 16MB
m 256 segments par wal (>=v9.3)

Vérifier segment par segment, wal apres wal !



Saut de timeline

# 00000002.history
1 0/9000000 no recovery target specified

e Segment concerné : 000000010000000000000009



Exemple : Oops (1)

$ createdb bench

S pgbench —-i -s 100 bench

$ pgbackrest info —-—-stanza=my_stanza
stanza: my_stanza

status: ok

cipher: none

db (current)
wal archive min/max (12-1): 000000010000000000000003/00000001000000000000004D
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Stockage local (1)

$ check_pgbackrest —--stanza=my_stanza
——-service=archives —--repo-path=/var/lib/pgbackrest/archive

WAL _ARCHIVES OK - 81 WAL archived, latest archived since 1m27s
latest_archive_age=87s num_archives=81
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$ check_pgbackrest —--stanza=my_stanza
——-service=archives —--repo-path=/var/lib/pgbackrest/archive —--output=human
Service WAL_ARCHIVES
Returns 0 (OK)
Message 81 WAL archived
Message latest archived since 1mb9s
Long message latest_archive_age=1m59s
Long message num_archives=81
Long message archives_dir=/var/lib/pgbackrest/archive/my_stanza/12-1
Long message min_wal=000000010000000000000003
Long message max_wal=000000010000000000000053
Long message oldest_archive=000000010000000000000003
Long message latest_archive=000000010000000000000053
Long message latest bck archive start=000000010000000000000007
Long message latest_bck_type=incr
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——output=human
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OOPS (2)

S rm —-rf [...]/archive/my_stanza/12-1/0000000100000000/00000001000000000000001*

$ pgbackrest info —-—-stanza=my_stanza
stanza: my_stanza

status: ok

cipher: none

db (current)
wal archive min/max (12-1): 000000010000000000000003/0000000120000000000000053

pgBackRest ne remonte pas d’erreur !
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Oops (3)

$ check_pgbackrest —--stanza=my_stanza
——-service=archives —--repo-path=/var/lib/pgbackrest/archive —--output=human
Service : WAL _ARCHIVES
Returns : 2 (CRITICAL)
Message : wrong sequence or missing file @ '000000010000000000000010"
Message : wrong sequence or missing file @ '00000001000000000000001F"
Long message : min_wal=000000010000000000000003
Long message : max_wal=000000010000000000000053
Long message : oldest_archive=000000010000000000000003
Long message : latest_archive=000000010000000000000053
Long message : latest_bck_archive_start=000000010000000000000007
Long message : latest_bck_type=incr

R ININCE I WERMERENICRY 1 2tcst bck archive start
= CRITICAL sinon
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Stockage distant (2)

e depuis pgsql-srv
el s [e [T @ (ol T LR I 1ol —— coo-host [ ——repo-host-user
2l Net::SEFTP: :Foreign

e depuis backup-srv
= considérer stockage local (voir précédemment)




_—-repo-host M ——repo-host-user_

$ check_pgbackrest —--stanza=my_stanza
——-service=archives —--repo-path=/var/lib/pgbackrest/archive
——repo—host= ——repo—host—-user=postgres

WAL_ARCHIVES OK - 4 WAL archived, latest archived since 25m30s |
latest_archive_age=25m30s num_archives=4
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Stockage S3 (3)
* Récuperation de et

= depuis la configuration de pgBackRest

Config::IniFiles

NS 1Al I RIEWAN N Net : :Amazon: :S3



_——repo-s3 M —-repo-s3-over-http

$ check_pgbackrest —--stanza=my_stanza
——-service=archives —--repo-path=/repol/archive
——repo—-s3 ——-repo-s3-over—http

WAL ARCHIVES OK - 4 WAL archived, latest archived since 1m’7s |
latest_archive_age=1lm7s num_archives=4
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Aller plus loin

M ——1gnore—archived-before

m ignore les archives générées avant cet intervalle
= utile pour ne vérifier que les dernieres archives

M ——10nore—archived—-after

= ignore les archives générées apres cet intervalle
= utile sous de fortes charges d’archivage

4 ——latest—-archive—-age—-alert

= défini 'age maximum de la derniere archive avant alerte
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Nagios & derives

e Format de sortie compatible avec la plupart des systemes de supervision
= Nagios
= Naemon
= [cinga
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Rétention (stockage local)

object CheckCommand "by_ssh_pgbackrest_retention" {
import "by_ssh"
vars.by_ssh_command = "/usr/lib64/nagios/plugins/check_pgbackrest
—-stanza=\S$stanza$ —-—-service=retention
——retention-full=\$retention_full$ —--prefix="'\SprefixsS'"

object Service "pgbackrest_retention" {
import "generic-service"
host_name = "pgsgl-srv"
check_command = "by_ssh_pgbackrest_retention"
vars.by_ssh_logname = "accessed_by_ssh"

vars.stanza = "my_stanza"
vars.retention full = 1
vars.prefix = "sudo —-u postgres"
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Archives (stockage local)

object CheckCommand "by_ssh_pgbackrest_archives" {

import "by_ssh"

vars.by_ssh_command = "/usr/lib64/nagios/plugins/check_pgbackrest
——-stanza=\S$stanza$ —--service=archives

——repo-path=\Srepo_path$S —--prefix='\$Sprefixs'"

object Service "pgbackrest_archives" {
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import "generic-service"

host_name = "pgsgl-srv"

check_command = "by_ssh_pgbackrest_archives"
vars.by_ssh_logname = "accessed_by_ssh"

vars.stanza = "my_stanza"
vars.repo_path = "/var/lib/pgbackrest/archive"
vars.prefix = "sudo —-u postgres"
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Tests grace a Vagrant

[check_pgbackrest]$ 1ls test
Makefile perf provision README.md regress ssh Vagrantfile

e vm.box:CentOS7
e vm.provider : libvirt
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Scénario 1

e pgBackRest configuré pour sauvegarder et archiver localement sur un
point de montage CIFS

° exécute les commandes en SSH avec
Icinga 2

. héberge l'instance PostgreSQL a sauvegarder avec
pgBackRest

. héberge le partage CIFS



Scénario 2

e pgBackRest configuré pour sauvegarder et archiver a distance

° exécute les commandes en SSH avec
Icinga 2

. héberge l'instance PostgreSQL a sauvegarder avec
pgBackRest

. héberge les sauvegardes et archives de pgBackRest

e Lessauvegardes pgBackRest sont utilisées pour construire une instance
secondaire en réplication sur [FEEISErad



Scénario 3

e pgBackRest configuré pour sauvegarder et archiver sur un bucket MinlO

S3

° exécute les commandes en SSH avec
Icinga 2

. héberge I'instance PostgreSQL a sauvegarder avec
pgBackRest

. héberge le serveur MinlO



Evolution (1)
e Utilisation de

= pour récupérer la liste des archives
J disponible a partir de la version 2.21
m en attente d’une commande pour les

S pgbackrest help 1s
pgBackRest 2.23 - command help

List paths/files in the repository.

This 1s 1ntended to be a general purpose list function, but for now 1t only
works on the repository.

Command Options:

——filter filter output with a regular expression
——output output format [default=text]

——recurse include all subpaths 1n output [default=n]
——sort sort output ascending, descending, oOr none

[default=asc]
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Evolution (2)

e Support de Debian
m scénario de test spécifique
= genération de paquet IS ?
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e Toute contribution est la bienvenue!
= GitHub issues
= Rapports de bugs, retour d’utilisation,...
e Exemples dans le CHANGELOG
» fix bad behavior on CIFS mount (reported by IZRErEoe)
m Add Amazon s3 support for archives service (Andrew E. Bruno)


https://github.com/dalibo/check_pgbackrest/issues

e Utiliser des outils de sauvegarde
e Ne pas se fier aux rapports d’états de ces outils
e Tenter de restaurer ses sauvegardes et...

= superviser!



Des questions ?
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